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INTRODUCTION 

RUSSELL L. WEAVER*  
& HERWIG C.H. HOFMANN** 

 
 
 
In June, 2021, the Administrative Law Discussion Forum was scheduled 
to be held at the University of Luxembourg’s Faculty of Law, Economics 
and Finance. However, because of the Covid-19 pandemic, the forum was 
held online. Fittingly, one of the topics at the forum was the impact of the 
pandemic on administrative law. The papers in this volume explore many 
different issues related to that topic, including how the pandemic has 
impacted (and will continue to impact) administrative law, how 
administrative adjudications were conducted during the pandemic, how 
governments and administrative agencies used technology to try to 
respond to and control the pandemic, and how governmental contracts 
were affected by the pandemic. Other papers focused on the digitization of 
the administrative state, including such issues as the prospect of cyber-
delegation, using artificial intelligence as a check on the administrative 
state, and the concept of digitally pre-born legislation. 

Diana Urania Galetta & Gherardo Carullo’s contribution to the symposium 
is entitled “Using Technology to Support Administrations in Controlling 
the SARS-CoV-2 Pandemic: Past Problems and Future Perspectives”. In 
their chapter, they examine how technological tools can and have been 
used to help governmental officials control the Covid-19 pandemic. These 
devices include AllertaLOM (which can be used to provide alerts 
regarding the pandemic), COVID-19 Community Mobility Reports (a 
Google device that tracks peoples’ movements), Safepaths (which also 
helps track the movement of people), Immuni (which notifies individuals 
that they have been in close proximity to an infected person), and the 

 
* Professor of Law & Distinguished University Scholar, University of Louisville, 
Louis D. Brandeis School of Law. 
** Professor of European and Transnational Public Law & Head of the Department 
of Law, University of Luxembourg, Faculty of Law, Economics and Finance 
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interoperable EU Digital COVID Certificate. They examine the necessity 
and legality of using (or mandating) the use of these tools under European 
law. In particular, they focus on the privacy implications of using these 
technological tools, particularly in light of the EU’s GDPR (General Data 
Protection Regulation). They also examine legality from the perspective of 
various EU rules, including proportionality. They conclude that, given the 
gravity of the pandemic, the use of these technological tools is both legal 
and justified.  

Also focusing on issues related to the pandemic and administrative law, 
Elizabeth Fisher & Sidney Shapiro’s chapter is entitled “Administrative 
Law Before, During, and After Pandemics, Recognizing Thick 
Administrative Expertise in Administrative Law”. They argue that the 
pandemic has highlighted the need to understand how expertise 
“establishes the government’s capacity to implement its statutory 
responsibilities,” and that administrative law constitutes the “law of public 
administration.” Unlike the current U.S. focus, which is concerned with 
controlling and limiting administrative discretion, the focus should be on 
“ensuring competent administration” in the sense of making sure that 
administrations have the capacity to accomplish their missions and the 
legitimate authority to do so.” They go on to note that the public was 
concerned about how decisions were made during the pandemic, and they 
emphasize the need to fix systemic weaknesses which undercut 
administrative effectiveness. 

Francois Lichere’s contribution is entitled “French public contracts law 
and the pandemic: is the principle of adaptability adapted?” In his article, 
he examines French legal rules regarding the performance of public 
contracts, and how those rules have affected public procurement contracts 
and concession contracts. In particular, he is concerned about the principle 
of “adaptation” of contracts and how the pandemic has affected 
adaptability. He examines a range of actions that could be taken because 
of the pandemic, ranging from termination of the contract to modification 
of clauses and the compensation of additional costs. He explores these 
issues in the context of “irresistibility” (when a contract loses its purpose), 
as well as contexts that do not involve irresistibility.  

Wolfgang Weiss’ contribution on “Constitutional Challenges to EU 
Administrative Soft Law During the Covid-19 Pandemic and Some 
Proposed Remedies” Studies how during the Covid-19 pandemic, as EU 
member states struggled to deal with the pandemic, EU officials 
increasingly resorted to so-called “soft law” to provide guidance to 
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member states. He concludes that, while there are benefits to using EU soft 
law for crisis management and domestic implementation of EU, he raises 
concerns regarding their challenges for democratic legitimacy and the rule 
of law. He contends that these challenges should be addressed by a 
legislative enactment that sets forth a general framework for the adoption 
of EU soft law, core elements of which should be stipulations of 
subsidiarity vis-a-vis executive rulemaking and minimum procedural, 
transparency and justification requirements for the adoption of Commission 
soft law. Their domestic effects and reviewability should be clarified as 
well.  

Russell Weaver’s chapter, entitled “Administrative Adjudications During 
the Pandemic,” examines how U.S. administrative agencies adapted their 
adjudicative processes during the pandemic. As Covid-19 made it difficult 
or impossible for agencies to conduct in-person hearings, agencies were 
forced to adapt their processes to deal with the situation. Consistent with 
the trend towards hosting more online processes (e.g., online notice and 
comment rulemaking processes), agencies began to move their 
adjudicative processes online in order to avoid delays or suspensions. In 
addition to telephonic hearings, video hearings became relatively common. 
In addition, to analyzing the movement towards online hearings, the article 
examines not only the advantages that came from online hearings, but the 
problems and difficulties that arose, and raises questions about whether 
online adjudicative proceedings will continue to be held in the future. 

Other papers in this volume related to the movement towards the 
digitization of the administrative state. The chapter by Herwig Hofmann 
addresses the questions of accountability of technological advances that 
allow for an ever-greater autonomy of automated decision making (ADM) 
systems in public law leading to forms of cyber-delegation. Cyber-
delegation occurs where automated decision making gains in autonomy 
especially in cases with reduced human input into decision-making or in 
cases where automated decision making takes over several decision-
making phases. Hoffman’s chapter analyses whether and if so how, in the 
EU, the conditions of ‘cyber-delegation’ can be discussed from the point 
of view of delegation doctrines. He argues that several factors need to be 
taken into account, one of which is managing the various interfaces – i.e., 
between human and ADM technology. Another is the linkage between 
various regulatory levels by creating joint data bases on which automated 
administrative procedures are built upon. Third, technology intervenes in 
various phases of decision-making procedures and may be used to link 
various actors through granting access and processing data from large 
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scale databases. Questions of accountability are often therefore, it is 
argued, linked to the identification of responsibility. Also questions of 
informational asymmetries must be taken into account especially in cases 
of machine-learning. 

Anne Meuweese’s contribution is entitled “Artificial Intelligence as an 
Aid to Checks on the Administrative State.” As the title suggests, her 
chapter focuses on “how AI may operate as an aid to constitutional checks 
on administrative actors”. While she recognizes that AI has been used to 
detect more mundane actions (e.g., a legislator who is surfing on his 
cellphone during an important debate), she argues for its use “to detect 
patterns in agency decision-making that go against constitutional values 
and that otherwise could go undetected”. These include actions involving 
“bias, violating privacy and annihilating human agency.” While she 
concedes that consideration needs to be given to the limits of AI 
application in this context, as well as to the need to devise ways for 
constitutional actors to remain in control of the process, she believes that it 
is “likely to be in the interest of good administration to experiment with 
small-scale pilots involving bias audits and reverse engineering of 
decision-making procedures.”  

Last, but hardly least, Michael Gøtze’s chapter on “Digitization of the 
Administrative State: Digitally pre-born legislation - the rule of simplicity 
or law?” presents the Danish approach to favoring ‘digital-ready’ 
legislation. He describes the motivations for the introduction of such 
approach which lie in the preparation for digital implementation and the 
drive for administrative efficiency. Digitalization under the Ministry of 
Finance, may itself push towards prioritizing the efficiency, thus 
downgrading the rule of law. Discussing the mechanisms put in place in 
the Danish system in order to allow for its implementation, he points to the 
additional effort and the changing power and influence in drafting 
legislation introduced by the digital ready agenda in Denmark. Goetze 
then discusses the consequences thereof in terms of a focus on eliminating 
elements of discretion and delegation from legislative acts to regulatory 
acts of decision making. This approach, he describes risks not paying 
sufficient attention to the needs and requirements in an increasing diversity 
in society and the need for developing legislation capable of responding to 
requirements of uncertainty in future decision-making. 

Overall, the contributions to this book give a broad comparative and also 
interdisciplinary perspective, on two of the most relevant topics of public, 
regulatory and administrative law of today: The reaction to crises, 



Digitalisation of Administrative Law and the Pandemic-Reaction xiii 

especially health crises of unforeseen dimensions and the growing role of 
automation of decision making and the use of artificial intelligence for 
achieving public objectives. Much being left to explore, the papers point 
the direction for further research agendas. Indeed, the role of the 
administrative law discussion forum is precisely to stimulate such debate, 
research and discussions.   



 



CHAPTER ONE 

USING TECHNOLOGY TO SUPPORT 
ADMINISTRATIONS IN CONTROLLING  

THE SARS-COV-2 PANDEMIC:  
PAST PROBLEMS AND FUTURE PERSPECTIVES* 

DIANA URANIA GALETTA1

& GHERARDO CARULLO2

Introduction 

In light of the restrictive measures adopted in Italy, as in many other 
countries, to contain the SARS-CoV-2 epidemic, the authors analyse how 
controls on private activities can be supported by technological tools; and 
how technological tools can effectively support the activities of public 
administrations. In this perspective, the authors’ attention focuses on some 
technological solutions used to help dealing with the SARS-CoV-2 
emergency including, in particular, the Immuni app created in 2020 by the 
Italian government. The author’s conclusion is that, in order to make such 
technological solutions truly effective, they must be widely spread among 
the population. Having regard to the European rules on privacy and in 
application of the principle of proportionality, the authors therefore 
investigate whether, and under what conditions, national authorities can 
impose the download of an app to citizens. The last paragraphs account also 
for the most recent developments, which are related to the adoption of the 

* Paragraphs 1-5 are by Gherardo Carullo, paragraph 6-7 are by Diana-Urania
Galetta, and paragraph 8 is by both authors.
1 Full Professor of Administrative Law at the University of Milan (Università degli
Studi di Milano).
2 Associate Professor of Administrative Law at the University of Milan (Università
degli Studi di Milano).
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EU Regulation of July 2021 on a framework for the issuance, verification 
and acceptance of interoperable EU Digital COVID Certificates. 

Quarantine control, an unprecedented challenge 

The spread of the SARS-CoV-2 virus, also known as COVID-19 (acronym 
of COronaVIrus Disease 19), has led the authorities of most Countries to 
adopt stringent quarantine measures. Italy was one of the first nations to be 
severely hit by COVID-19 after China. The Government responded by 
adopting a series of acts that rapidly intensified controls and restrictions3. In 
particular, with the decree of 23 February 20204, n. 6, all activities not 
expressly allowed were quickly suspended and/or prohibited5. 

Thanks to the development of different vaccines, which have proved 
effective in reducing the impact of the virus, the pandemic situation has 
slowly improved, although new cases are still recorded in all countries every 
day. The effectiveness of vaccines in avoiding the spread of the pandemic 
is linked to the percentage of the population vaccinated. The higher the 
number of vaccinated individuals, the more the spread of the virus can be 
slowed down. 

For various reasons, a part of the population, at least in almost all European 
countries, are strongly opposed to being vaccinated. As a consequence, to 
verify who has been vaccinated, and also to persuade the population to get 
the vaccine, the authorities have introduced the so-called Green Pass, i.e. a 
certification of the vaccination status of each subject. 

This measure was strongly opposed by the population. Some view it as an 
undue and excessive intrusion into the sphere of personal freedom6. 
Nonetheless, the adoption of the Green Pass has been somewhat an 
inevitable consequence of the inability, on the part of the Public authorities, 

 
3 The list of regulatory acts adopted at the state level is available on the website  
https://www.gazzettaufficiale.it/attiAssociati/1/;jsessionid=Zwqrd4FZQjDKkdj7C
Vr8nw__.ntc-as5-guri2b?areaNode=13. For a list of a selection of the relevant 
official materials, both of a state, regional and local character, see the collection 
available on this site at the page http://ceridap.unimi.it/speciale-covid-19/. 
4 "Urgent measures for the containment and management of the epidemiological 
emergency from COVID-19". 
5 See art. 1, c. 1, lett. a), dpcm of 22 March 2020, pursuant to which "all industrial 
and commercial production activities are suspended, with the exception of those 
indicated in Annex 1 and except as provided below". 
6 See infra, par. 7. 
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to understand the potential of IC technologies to help contain the spread of 
the pandemic.  

This articles on how public authorities failed to intervene during the initial 
phase of the pandemic, with appropriate technological tools designed to 
limit the spread of the pandemic. In our view, during the initial stages of the 
pandemic, more could have been done to improve contact tracing. Tracing 
could have helped Italy avoid having to impose the much more restrictive 
measures currently imposed through the so-called Green Pass. 

In the following paragraphs we will therefore analyze technologies that 
could have been used to limit the spread of the virus from the very 
beginning. 

The response of technology 

To understand whether, and to what extent, technology could have 
supported public administrations in the difficult mission of monitoring and 
controlling the pandemic, and therefore the effectiveness of the containment 
measures, we can consider two technological solutions that were used by 
Italian Regional and National public administrations at the beginning of the 
pandemic. 

In the Lombardy Region, the area most severely hit by COVID-19 at the 
beginning of the pandemic, the app AllertaLOM was updated to include new 
features related to the pandemic. AllertaLOM, an app of the Civil Protection 
of the Lombardy Region that is available on the Apple Store7 and Google 
Play Store,8 is designed to disseminate alerts issued by the Natural Risk 
Monitoring Functional Center in anticipation of events that may cause 
damage on the regional territory. 

During the coronavirus emergency, the app has been equipped with new 
features that allow citizens to actively participate in the acquisition of 
functional data for monitoring the virus, as well as to disseminate useful 
information on regional measures. An individual actively participates by 
completing a survey that allows the Lombardy Region to quantify the level 
of the infection’s spread and the territorial distribution of people testing 
positive, based on symptoms reported by users. The data is used for 
statistical and epidemiological analysis which help health authorities define 

 
7 https://apps.apple.com/it/app/allertalom/id1455220682 
8 https://play.google.com/store/apps/details?id=it.lispa.sire.app.mobile.allertalom 
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models and strategies to fight against Coronavirus9. 

The data obtained through the app is used by the administration to inform 
its decisions, and the population participates by reporting information, thus 
creating a form of co-creation of the public information assets. This systems 
allows the public administration to collect data that it would not have had 
the resources to acquire on its own, but which plays a crucial role in public 
authorities decision making, and helps the community fight more effectively 
against Coronavirus (Carullo 2019, 699).  

A positive and worthy of mention aspect of the AllertaLOM questionnaire 
is that everything takes place anonymously. For data entry, it is not 
necessary for the user to register or provide any personal data. Further, the 
app does not even require authorization to detect the user’s geolocation. In 
this way, most psychological and technical barriers to completing the 
questionnaire are reduced or overcome. Moreover, the user is assured that 
participation by sending the information cannot have any negative 
individual effect. Even when users declare that they have all the symptoms 
of COVID-19, the administration cannot directly identify them. This 
approach is consistent with the purpose of the app: since AllertaLOM is 
aimed at large-scale data collection, the minimization of any obstacle that 
could have reduced the percentage of participation turns out as consistent 
and reasonable. 

Another tool that was used was the COVID-19 Community Mobility Reports 
made available by Google10. The aim of this tool is to be able to provide 
useful data to combat the COVID-19 virus to all public authorities in as 
many countries as possible11. It is a portal that anonymously aggregates data 
on the movements of people as recorded by the Google Maps app, especially 
from mobile devices. This application, when the functionality is activated, 
essentially monitors all movements in the background even when the user 
has not requested directions. 

As in the case of AllertaLOM, the Google service COVID-19 Community 
Mobility Reports has the advantage of reusing an infrastructure that was 
already available. Google, in creating this new service, seems to have reused 
the travel data it was already collecting before the pandemic, aggregating 

 
9 Extract of the description of the app found on the stores referred to in the links in 
the previous notes, relating to version 1.5.0 of the app. 
10 Available at https://www.google.com/covid19/mobility/. 
11 The reports are currently available separately for 131 countries. Last consultation 
date: April 3, 2020. 
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the data and making it accessible online. Google has thus made it possible 
to collect data on a large scale, reusing technological devices already being 
widely used through devices such as Google Maps. The advantage of this 
approach is the diffusion of the technologies used by Google, which enables 
immediate collection of a large quantity of data, globally. However, Google 
exercises discretion and control regarding the availability of the data, and 
therefore the uses that can be made of the data. For example, in order to 
download or use the data and reports, it is necessary to agree to the Google 
Terms of Service. 

The app Safepaths, created by the Massachusetts Institute of Technology, 
helps monitor population movements12. The app tracks all movements of an 
individual within the last 28 days, while. Location data is not shared with 
third parties as long as the user is Covid-free. However, when an individual 
tests positive for COVID-19, then the position data, duly anonymized, is 
published. In this way, those individuals who have been to places where the 
positive-testing individual has been receive immediate information and can 
take appropriate precautions. Thus, using data directly collected from the 
population, Information and Communication Technologies (ICT) can help 
contain the pandemic. In this instance, the data is collected passively since 
the collection of data regarding the movements of people is carried out by 
the software, without the need for any interaction by the user itself. 

The prior examples show how ICT can be used to collect information on the 
progress of the epidemic, verify its flows and alert people of potential 
contacts with infected individuals. All this can be of great use to public 
administrations.  

The Italian Immuni app 

The three functions outlined in the prior paragraph have been effectively 
incorporated by a private company into a single application called the 
Immuni, donated to the Italian public administration and made available to 
download13. 

 
12 Also available for iOS and Android devices, for the time being in beta on the 
project website. At the date of publication of this contribution, the app can be 
downloaded from the website https://safepaths.mit.edu/download-safe-paths. 
13 On the App Store (https://apps.apple.com/it/app/immuni/id1513940977) and on 
the Google Play Store  
(https://play.google.com/store/apps/details?id=it.ministerodellasalute.immuni&hl=it). 
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The app Immuni, which translates to “Immunes”, was created to help to fight 
the COVID-19 pandemic. As explained in the official web site «users who 
have been notified by the app of a possible infection can isolate themselves 
to avoid infecting other people. By doing so, they help contain the epidemic 
and speed up the return to a normal life»14. The app thus uses technology 
to warn users that they have been exposed to the virus, even if they are so 
far asymptomatic. The aim is to interrupt the chain of infections by 
informing individuals who have been potentially exposed to the virus. The 
Italian Government tries to achieve this result not by tracking 
displacements, but by using the sensors normally found in mobile devices. 
It is explained that «the app sends a notification to people who were in close 
contact with a user who tested positive for the COVID-19 virus, alerting 
them of the risk of infection. Thanks to Bluetooth Low Energy technology, 
this takes place without the app gathering any data on the identity or the 
location of its users»15. The objective is to guarantee users’ privacy, 
minimizing or even completely excluding the collection of personal data. 

It is stressed that «Immuni has been designed and developed while taking 
great care to safeguard user privacy. Any data, collected and managed by 
the Ministry of Health and by public bodies, is stored on servers located in 
Italy. All the data and app connections with the server are protected». In 
particular, according to the official web site, Immuni does not gather the first 
name, last name, or date of birth of any person, or the telephone number, 
email address, the identity of the people who came into contact with the user 
or the location or movements of users. 

In practice, according to the official web site, the app works as follows16: 
each smartphone on which Immuni is installed sends a continuous Bluetooth 
Low Energy signal that contains a public code. When two smartphones on 
which Immuni is installed are in close proximity, they mutually store each 
other’s public code, taking note of their proximity. The smartphones also 
note how long the event lasted and the approximate distance between the 
two devices. The codes are generated on the basis of one or more private 
keys stored on the device of the user through a cryptographic algorithm, and 
they do not contain any information about the user or their device. They also 
change several times each hour, protecting user’s privacy even more. 

 
14 See https://www.immuni.italia.it/. 
15 See https://www.immuni.italia.it/. 
16 The following description is inferred from the FAQ available at  
https://www.immuni.italia.it/faq.html. 
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If the owner of a smartphone on which Immuni is installed later tests positive 
for SARS-CoV-2, the user is able to transfer his/her cryptographic private 
key(s) to a server. From these keys, it is possible to derive the user’s public 
codes. 

For each user, the app regularly downloads all the new cryptographic keys 
sent to the server by those users who tested positive for the virus. The app 
uses these keys to derive the public codes and checks to see whether any of 
them correspond to those stored in the device memory from previous days. 
As such, once the app determines that a person has come into contact with 
a person who later tested positive, the individual will receive the random 
code of the infected person, and will be able to check the length and the 
distance of the contact to evaluate the risk of an infection. 

The code of the app is entirely available in open source on GitHub17. This 
has two advantages. First, it is possible, for those who have the technical 
skills, to analyze the source code and verify its functioning. In this way it is 
possible to verify in practice whether the application really works as stated 
and, therefore, if it really does not collect personal data. Second, the fact 
that the Immuni app is available in open source makes it easy to reuse its 
code and deploy it in other countries. Other administrations, from any nation 
in the world, could easily adopt it too, which would make monitoring the 
virus far more effective. 

This last issue, that is the diffusion of the app, leads us to a further problem 
that needs to be analyzed: fragmentation of technological solutions. 

The problem of fragmentation in the urgency 
 of the pandemic 

The examples analyzed here ‒ to which undoubtedly others could be added18 
‒ show us the existence of a widespread sentiment to positively contribute 
to overcoming the pandemic. On the other hand, these new ICT-tools must 
have a very wide use in order to be truly effective. The fact that a critical 
mass of people use a certain service or platform for that service or platform 
to be actually useful is indeed a very well-known issue. This problem can 
be seen, for example, in any social network. A service such as Facebook is 

 
17 See https://github.com/immuni-app. 
18 For reasons of space, as well as for the continuous evolution of software that aims 
to contribute to the fight against coronavirus, it is not possible here to analyze all the 
solutions currently available on the market. 
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only useful if a sufficient number of people use it. The same applies also to 
messaging services: however quick and efficient, they are completely 
useless if there is no person to send messages to. An essential element of 
these systems is that they are meant to connect people. In the same way, an 
app like Immuni is of no use if it is not employed by a large audience of 
users. 

Under normal market conditions, we know that technology, for various 
reasons, tends towards standardization, both as regards the technologies 
used for the realization of the IT systems themselves (Lemley 1996, 1041; 
Montagnani 2007, 623), and regarding the applications used by users. An 
important phenomenon is known as the tipping point (Gladwell 2006). If a 
service manages to acquire a certain threshold of users, the number of which 
varies according to various factors, there is a tendency for market 
convergence towards this solution. 

For this to happen, however, a certain period of time is normally necessary, 
in which the market, according to the different dynamics that regulate it, is 
oriented towards one or the other option.  

However, the Italian public authorities have chosen not to make the use of 
Immuni mandatory. For various reasons - amongst which the most relevant 
ones put forward by the authorities were related to the protection of personal 
data - it was decided to leave the use of the app to the free choice of citizens. 
This resulted in a complete failure of the initiative. These reasons for the 
protection of personal data appear unsubstantiated though, considering that 
the Immuni app does not collect any personal data.  

The need for centralized coordination and privacy 
concerns 

In order to facilitate the dissemination of technological solutions that can 
assist the Authorities in protecting public health, as well as in overcoming 
the pandemic crisis, there must be centralized coordination. In other words, 
it appears essential that each Authority indicate which technological tools 
can or should be used by citizens to support governmental activities. It might 
even be necessary to have the forced use of a specific app, or a specific 
device, within the limits and conditions strictly necessary for the 
achievement of the aim pursued. For example, as discussed above, the 
collection of data on the progress of the epidemic, as well as the movement 
of people, does not necessarily postulate the acquisition of personal data.  
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The fact that an app such as Immuni, that is used for tracking the pandemic, 
does not collect personal data does not eliminate all privacy-related 
concerns under EU law. Pursuant to Article 2, paragraph 1, of Regulation 
2016/679/EU (GDPR), the «Regulation applies to the processing of 
personal data wholly or partly by automated means and to the processing 
other than by automated means of personal data which form part of a filing 
system or are intended to form part of a filing system». It follows that, where 
personal data are not processed, the Regulation does not apply. 

However, it should be remembered that the Immuni app, on closer 
inspection, in case of contagion might allow health officials to link the 
private key of the user to a natural person. As far as is known, this private 
key is not associated to the natural person, and therefore does not allow the 
rest of the users to identify the infected person. However, from a technical 
point of view, whoever has the capacity to associate the private key with the 
identity of the infected person can always identify the natural person behind 
the private key. Therefore, for those who are able to make this association 
(private key-natural person), the key must be qualified as personal data, as 
must the public codes obtained from this key that have been sent to other 
users. 

On this point, it is possible to recall the provisions of recital 30 of the 
regulation, pursuant to which «natural persons may be associated with 
online identifiers provided by their devices, applications, tools and 
protocols, such as internet protocol addresses, cookie identifiers or other 
identifiers such as radio frequency identification tags. This may leave traces 
which, in particular when combined with unique identifiers and other 
information received by the servers, may be used to create profiles of the 
natural persons and identify them». In this regard, by analogy, it is also 
possible to recall that the Court of Justice held «that a dynamic IP address 
registered by an online media services provider when a person accesses a 
website that the provider makes accessible to the public constitutes personal 
data within the meaning of that provision, in relation to that provider, where 
the latter has the legal means which enable it to identify the data subject 
with additional data which the internet service provider has about that 
person» (EU Court of Justice, judgment of 19 October 2016, C-582/14, 
Breyer, ECLI:EU:C:2016:779, p. 49). 

It cannot be excluded that the association between the private key and the 
identity of the infected person might be carried out by the public authority 
once a patient is diagnosed with the virus and, therefore, his/her status in the 
app is qualified as an infected person. This being the case, the GDPR would 
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indeed apply, as there would be a processing of personal data.  

Even if that is the case, it would still be possible for government to require 
citizens to install the app. The consent of the data subject is not necessarily 
required for processing personal data, where other conditions of lawfulness 
exist. In this case the processing of personal data could be based on the 
condition of lawfulness referred to in Article 6, paragraph 1, lett. e), GDPR. 
Pursuant to this rule, processing is lawful when it is «necessary for the 
performance of a task carried out in the public interest or in the exercise of 
official authority vested in the controller». In such cases, the EU Regulation 
requires that the basis for the processing be established by either EU law or 
Member State law to which the controller is subject, and that such 
processing must meet the requirement that it be in the public interest and 
that it be proportionate to some legitimate objective. 

Should the use of an app like Immuni have been 
mandatory? A question of proportionality  

The SARS-CoV-2 pandemic-situation corresponds to the characteristic 
scenario where society’s interests and human rights needs to become part of 
a unified legal structure that, at the same time, determines the scope of 
human rights and allows for their limitation. A context in which the 
principle of proportionality typically comes into play (Barak 2010). 

As a matter of fact, when deciding whether or not to require the use of an 
app like Immuni, a complex balance needs to be struck. On the one hand, 
there was a public interest in containing the spread of the virus, which was 
itself essential to the protection of public health and the life of people. On 
the other hand, there was a need to protect a fundamental right such as 
privacy, which is in turn essential to autonomy and the protection of human 
dignity.  

This is precisely the context for applying the principle of proportionality, 
which is a tool for balancing that sets criteria for deciding between the 
marginal benefit to the public good and the marginal limit to human rights19. 

 
19 S. on this point also the case-law of the European Court of Human Rights: “A 
difference of treatment in the exercise of a right laid down by the Convention must 
not only pursue a legitimate aim: Article 14 will also be violated when it is clearly 
established that there is no reasonable relationship of proportionality between the 
means employed and the aim sought to be realised”. GLOR v. SWITZERLAND, 
13444/04 30/04/2009. The same reasoning on “such a justification must be assessed 
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Stemming from German law and widely used in European Union Law, the 
principle of proportionality has in fact been used from the very beginning 
exactly for such complex balancing purposes (Galetta 1998). With its 
structured three step test, it has the advantage of restricting too wide 
discretion in balancing, while making the act of balancing «more 
transparent, more structured, and more foreseeable» (Barak 2010). 

The first step of the proportionality assessment is the suitability test, which 
requires a prediction on the basis of an ex-ante judgment. In this case a 
judgment which needs to be made as quickly as possible! The basic 
assumption under this first step of the proportionality test is that the 
legislature and Public Administration possess a specific expertise allowing 
them to make complex evaluations and assessments that, at least as a matter 
of principle, need to be respected in the context of the ex-post evaluation 
made by a judge (Galetta 2021). This is even more true in the present case. 

The second step is the necessity test, which is the most important part of the 
structured proportionality-assessment. The underlying idea is well described 
by the expression: “imposition of the milder means”. If there is a choice 
among various means, all abstractly suitable for achieving the set objective, 
the one must be chosen that involves the least negative consequences for the 
freedom/right/opposing interest at stake. There is no doubt, here, that the 
effectiveness of such an app like Immuni is directly proportional to the 
number of people who actually use it. So a mandatory use of Immuni would 
be necessary and there is no alternative from an effectiveness-of-the-means-
used perspective.  

As for the proportionality stricto sensu part of the test, this consists of a 
further comparison: in the present case a comparison between the means 
used (the supposedly mandatory use of the app) and its impact on the 
privacy of their users. 

Once put on the two different sides of the scale, the problem is how to 
“assign a weight” which allows one to actually compare both elements on 
the scale. This problem becomes much easier to solve in cases such as the 
one we are dealing with here, as the goal of effectively tracking infections 
in order to avoid a further widespread of the SARS-CoV-2 virus (and the 

 
in relation to the aim and the effects of the measure concerned and the principles 
which normally prevail in democratic societies” is applied to all other rights 
protected by the ECHR, v.  
https://hudoc.echr.coe.int/fre#{%22itemid%22:[%22003-2724329-2974120%22]}, 
(consultation date: 30 August 2020). 
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probable death of many people) is certainly invaluable. In such a situation, 
the third part of the proportionality test did not even apply, in my opinion. 
Once made clear that the obligation to use the Immuni app would have 
passed the suitability and necessity test no judge could, in our opinion, 
legitimately discuss ex post its proportionality stricto sensu. Doing that 
would have been tantamount to slipping into a control on the merits of the 
(very much) political decision (Galetta 2021) that its compulsory use would 
have involved.  

As the EU Court of Justice put it recently, «in order to satisfy the 
requirement of proportionality according to which derogations from and 
limitations on the protection of personal data must apply only in so far as is 
strictly necessary, the legislation in question which entails the interference 
must lay down clear and precise rules governing the scope and application 
of the measure in question and imposing minimum safeguards […]. It must, 
in particular, indicate in what circumstances and under which conditions a 
measure providing for the processing of such data may be adopted, thereby 
ensuring that the interference is limited to what is strictly necessary»20. 

The problem here was rather to identify the appropriate level of government, 
which needed to make this decision in order to render it really valuable in 
terms of effectiveness. 

A problem which was neither clearly identified as such, nor addressed at the 
time; but that has been dealt with when adopting the so-called “Green Pass” 
Regulation, we now need to discuss. 

The 2021 Regulation introducing an “interoperable EU 
Digital COVID Certificate”: from a subsidiarity  

and proportionality perspective 

In October 2020 the Council adopted a Recommendation21 seeking a 
coordinated approach to the restriction of free movement on grounds of 
public health in response to the pandemic. The Recommendation recognized 
the idea that citizenship in the Union confers on every citizen of the Union 
also the right of free movement.  

 
20 Court of Justice, 16 July 2020, C-311/18, ECLI:EU:C:2020:559, paragraph 176. 
21 Council Recommendation (EU) 2020/1475 on a coordinated approach to the 
restriction of free movement in response to the COVID-19 pandemic, ELI:  
http://data.europa.eu/eli/reco/2020/1475/oj 
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This was only the first step as in March 2021 the EU Commission adopted 
a proposal for adoption of a Regulation imposing a framework for the 
issuance, verification and acceptance of interoperable certificates on 
vaccination, testing and recovery to facilitate free movement during the 
COVID-19 pandemic (Digital Green Certificate)22. There was a clear 
emphasis on the importance of the Digital Green Certificate as a means for 
facilitating the free movement of persons within the EU during the 
pandemic. This instrument is described in the first part of the explanatory 
Memorandum as “one of the EU’s most cherished achievements”23.The 
Regulation was finally adopted in June 202124. Based on subsidiarity 
principles, it clearly stated its objectives (namely: “to facilitate the free 
movement within the EU during the COVID-19 pandemic”25 by establishing 
secure and interoperable certificates on the holder’s vaccination, testing and 
recovery status) could not have been achieved by the Member States 
independently26. In fact, if ICT had to be used in order to help in the fight 
against the pandemic - and also to make sure that free movement was “given 
back to citizens” (Banks 2021) - a common approach for the issuance, 
verification and acceptance of interoperable COVID-19 certificates, based 
on mutual trust, was required. Action at EU level was thus considered as 
necessary from the perspective of the subsidiarity principle. 

Regarding proportionality, Recital no. 14 of the Regulation on the 
interoperable EU Digital COVID Certificate emphasizes that “This 
Regulation is intended to facilitate the application of the principles of 
proportionality and non-discrimination with regard to restrictions to free 
movement during the COVID-19 pandemic, while pursuing a high level of 
public health protection”. But it also specifies that “It should not be 
understood as facilitating or encouraging the adoption of restrictions to free 
movement, or restrictions to other fundamental rights, in response to the 
COVID-19 pandemic, given their detrimental effects on Union citizens and 
businesses”. So that “Any verification of the certificates making up the EU 

 
22 Brussels, 17.3.2021, Doc. COM(2021) 130 final (Document 52021PC0130).  
23 See Para 1 of the Explanatory Memorandum, devoted to “Reasons for and 
objectives of the proposal”. 
24 Regulation (EU) 2021/953 of the European Parliament and of the Council of 
14 June 2021 on a framework for the issuance, verification and acceptance of 
interoperable COVID-19 vaccination, test and recovery certificates (EU Digital 
COVID Certificate) to facilitate free movement during the COVID-19 pandemic 
(Text with EEA relevance), ELI: http://data.europa.eu/eli/reg/2021/953/oj 
25 See previous note.  
26 See Recital no 61 of the EU Digital COVID Certificate Regulation. 
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Digital COVID Certificate should not lead to further restrictions to the 
freedom of movement within the Union or to restrictions on travel within the 
Schengen area”.  

Paradoxically enough, ithe interoperable EU Digital COVID Certificate has 
been wrongly perceived by the public, as well as by some experts, as a tool 
for further restricting free movement and other fundamental freedoms and 
the rights of citizens, rather than the contrary (Gentilucci 2021). We do not 
wish to wade into the details of this complex debate (Poggi 2021), which is 
obviously related to the way in which the interoperable EU Digital COVID 
Certificate has been implemented in the national legal orders of the Member 
States27. However, it is necessary to draw attention to a fact that is easily 
forgotten: the legal base for the adoption of the EU Regulation providing 
for the interoperable EU Digital COVID Certificate was Article 21 para 2 
TFUE28. The EU Regulation was thus adopted “for the purpose of 
facilitating the holders’ exercise of their right to free movement during the 
COVID-19 pandemic” 29. In fact, Art. 1, para 1, of the Regulation 
emphasizes that “This Regulation shall also contribute to facilitating the 
gradual lifting of restrictions to free movement put in place by the 
Member States, in accordance with Union law, to limit the spread of SARS-
CoV-2, in a coordinated manner”. This is the “Subject matter” of the EU 
Regulation, clearly stated in its article 1! Therefore, the specific point about 
proportionality is that, if “Member States may, in accordance with Union 
law, limit the fundamental right of free movement on grounds of public 
health”, such limitations should nonetheless be compatible with such 
principle. Therefore, the restrictions should not only be suitable to achieving 
the goal of protecting public health (by restricting the free movement of 
persons within the Union to limit the spread of SARS-CoV-2), but should 
also be “be strictly limited in scope and time, in line with the efforts to 
restore free movement within the Union, and should not extend beyond what 

 
27 As for Italy, there still is a huge public and experts’ debate on the topic!  
28 Art. 21 TFUE: “1. Every citizen of the Union shall have the right to move and 
reside freely within the territory of the Member States, subject to the limitations and 
conditions laid down in the Treaties and by the measures adopted to give them effect. 
2. If action by the Union should prove necessary to attain this objective and the 
Treaties have not provided the necessary powers, the European Parliament and the 
Council, acting in accordance with the ordinary legislative procedure, may adopt 
provisions with a view to facilitating the exercise of the rights referred to in 
paragraph 1”. 
29 Art. 1, para 1, alinea 1 of the Digital Green Certificate Regulation quoted above. 
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is strictly necessary to safeguard public health”30.  

From this point of view, the interoperable EU Digital COVID Certificate is 
certainly compatible with the necessity test of the proportionality principle. 
Under the evidence available at the moment when the decision was taken, it 
was the “solution”, which one could assume would have had the least 
negative consequences for other rights/interests involved31. As for 
proportionality in the strict sense, it has already been highlighted that the 
COVID digital certificate “can effectively help prevent the spread of the 
infection and promote free movement, while upholding the right to health 
as much as possible” (G. Montanari/Vergallo/Zaami/Negro/Brunetti/Del 
Rio/Marinelli 2021).  

We agree. From the standpoint of proportionality, there is not much more 
one can ask of the decision-maker in a time of such uncertainty and 
unpredictability regarding future evolutions! This is in fact the situation 
when, from a proportionality perspective, complex assessments and 
evaluations and a delicate balance are required from the decision-makers 
(Zilioli 2019). The consequence is that that the final decision can be 
questioned only if it turns out that there was a manifest error of appreciation 
by the decision-maker (Galetta 2021).  

Concluding remarks and mid-term perspective 

The first concluding remark concerns the subsidiarity issue. The COVID-
19 pandemic has in fact made it clear that, in a multilevel-Government-
context like the present one, where competences are often shared (from the 
municipal level up to the European Union level), it may not always be easy 
to identify the competent administration. This must be done from time to 
time on the basis of the concrete measures to be taken, however taking into 

 
30 Recital no. 6 of the Digital Green Certificate Regulation. 
31 From this perspective Article 11 of the Digital Green Certificate Regulation is 
quite clear in stating also that: “Without prejudice to Member States’ competence to 
impose restrictions on grounds of public health, where Member States accept 
vaccination certificates, test certificates indicating a negative result or certificates 
of recovery, they shall refrain from imposing additional restrictions to free 
movement, such as additional travel-related testing for SARS-CoV-2 infection or 
travel-related quarantine or self-isolation, unless they are necessary and 
proportionate for the purpose of safeguarding public health in response to the 
COVID-19 pandemic, also taking into account available scientific evidence, 
including epidemiological data published by the ECDC on the basis of 
Recommendation (EU) 2020/1475”. 
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due consideration that the virus, like any natural element, ignores the legal 
boundaries that our societies have established. Therefore, in geographically 
interlinked or in any case connected areas, shared action is necessary. This 
is true both nationally and supranationally, starting with the European Union 

(Ziller 2020). 

The extreme “compartmentalisation of the world into states”, which was 
complained about during this two years of the COVID-19 pandemic 
(Kochenov/Veraldi 2021, 405), has been largely overcome, within Europe, 
with a broad and successful vaccination campaign. The interoperable EU 
Digital COVID Certificate – which is a digital proof that a person has been 
vaccinated against COVID-19, has recovered from COVID-19 or has a test 
result – has so far facilitated the re-establishing of free movement within the 
EU while the pandemic continues and thus allowed the EU citizens to 
regain, at least partially, their freedom of movement at least within the EU 
borders. 

From this point of view, the interoperability of the EU Digital COVID 
Certificate is certainly essential. From the point of view of the principle of 
subsidiarity, the adoption by the European Union of a common standard is 
a fundamental aspect. If each Member State had independently chosen its 
own technical standard, it might have been impossible to have mutual 
recognition of the certificates. This would have prevented people from 
circulating freely in Europe, thus to the detriment of the fundamental 
freedoms protected by the Union. For this reason, the intervention of the 
European Union, focused on identifying a single technical standard, appears 
more than appropriate.  

The second point, which is related to the first, is that the experience of the 
SARS-CoV-2 pandemic and the resulting emergency-situation ultimately 
serve as an acknowledgment of the need to resort to innovative 
technological solutions.  

We have already dismissed all criticisms concerning the proportionality of 
the interoperable EU Digital COVID Certificate. There is nonetheless one 
problem which still remains, and it concerns the use of technology to 
support the coordinated efforts to fight against the virus. The point is that 
until now the technological as well as the organisational implementation 
concerning the interoperable EU Digital COVID Certificate have essentially 
been left to Member States, which have therefore developed “tracing and 
identification systems” of their own with all the associated problems 
(Gstrein 2021). That is one of the reasons why the European Commission 


